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Abstract of the contribution: This paper proposes the flexible ownership for the DCS and AMF communicates with DCS via AUSF.
1. Discussion
During the cc before the SA2#139e, majority companies indicate the DCS (default credential server) ownership is depend on the deployment, i.e. flexible ownership.
This paper fix the solution in the TR.
There is also an EN on the interaction between DCS and AMF

Editor's note: It is FFS whether the AMF in the SNPN communicates with the DCS directly or via the AUSF (TBD1 reference point).

Although there is flexible ownership for the DCS, it propose the AMF communicate with DCS via AUSF to keep the consistency.
· If the DCS is owned by O-SNPN, the AMF communicates with AUSF of DCS;

· If the DCS is owned by other party, the AUSF of O-SNPN communicates with DCS on behalf of AMF.
2. Proposal

6.5
Solution #5: UE Onboarding and provisioning for an SNPN

6.5.1
Introduction

This solution addresses key issue 4 "UE Onboarding and remote provisioning". Especially when the UEs are deployed without provisioned subscription, it provides a solution on how UE subscription/credentials are afterward provisioned to the UEs.

The solution enables UEs to get network connectivity to an SNPN ("onboarding SNPN") so that it can be provisioned with necessary network credentials and configuration for the SNPN that will own the UE's subscription ("SNPN owning the subscription").


[image: image1.emf]UE

O-SNPN

SNPN Owning the 

subscription

Provisioning Server

1. Connectivity to Provisioning Server via O-

SNPN

4. Registration with the future home SNPN of the UE

3. Network Credentials  

Default Credential 

Server (DCS)


Figure 6.5.1-1: UE onboarding in non-public network
The following assumptions are considered:

-
The UE is provisioned with some default UE credentials.

Editor's note:
The exact definition and details of these default UE credentials are FFS and need to be discussed with SA WG3.

-
The UE is not provisioned with network credentials that grant access to a PLMN or to an SNPN.

-
As part of the onboarding process the UE is eventually provisioned with network credentials that grant access to an O-SNPN.

-
The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SNPN for which network credentials will be provisioned in the UE.

-
The Onboarding SNPN operator has access to a Default Credential Server (DCS) containing a list of unique UE identifiers for UEs that are subject to onboarding and the associated default UE credentials. The DCS is used for 5GS-level UE authentication during registration for onboarding purpose.

Editor's note:
Whether the 5GS-level UE authentication during registration for onboarding purposes is needed is FFS and will be determined by SA WG3. 
NOTE 1:
The security aspects and mechanisms for the data connection between the UE and the Provisioning Server (e.g. to prevent a fake Provisioning Server from provisioning the UE) are to be studied by SA WG3.
NOTE 2:
The ownership of the DCS is flexible and depends on the deployment, e.g. it can be owned by device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.
-
The Onboarding SNPN operator provides the UE with connectivity to a Provisioning Server that allows UEs to retrieve their network credentials and other personalized configuration.

Editor's note:
The ownership of the Provisioning Server is FFS, e.g. it can be owned by the device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.

NOTE 3:
In some deployments the DCS and the Provisioning Server can be the same entity. In deployments where the DCS and the Provisioning Server are different entities, it is expected that they can communicate with each other for the purpose of UE authentication via an interface that is outside of 3GPP scope.
-
The SNPN owning the subscription has a list of UE identifiers for which a subscription will be provisioned using the UE onboarding procedure.

Editor's note:
It is FFS whether PEI or another UE identifier is used to identify a subscription that needs to be provisioned in the UE and how the list of UE identifiers is provisioned in the SNPN owning the subscription.

6.5.2
Functional Description

6.5.2.1
Introduction

The procedure hereby described allows a UE, which is not initially provisioned with network credentials to access an Onboarding SNPN (O-SNPN) and to obtain network credentials and configuration for an SNPN which can be the same as or different from the O-SNPN.

The UE selects the O-SNPN based on information broadcasted by the O-SNPN and registers to it for onboarding service to obtain connectivity to the Provisioning Server. During the registration procedure the O-SNPN authenticates the UE with the Default Credential Server (DCS) to determine whether the UE is subject to onboarding and authorizes UE access to a Provisioning Server via a Configuration PDU Session. Upon establishment of connectivity to the Provisioning Server, the UE is provisioned with UE credentials (for the SNPN that will own the UE's subscription) and additional configuration data. Then the UE de-registers from the O-SNPN, performs a new network selection, and registers using the provisioned credentials with the SNPN owning the UE's subscription.

Editor's note:
It is FFS whether in case the O-SNPN and the SNPN owning the subscription are the same, there is a need for the UE to de-register, then select the SNPN and re-register or whether other procedures that does not result in de-registering would suffice.

Editor's note:
Whether the UE registers directly with SNPN for which credentials have been provisioned or another SNPN is FFS and may depend on KI#1.
6.5.2.2
Architecture
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Figure 6.5.2.2-1: Architecture for UE Onboarding to an SNPN


Editor's note:
It is FFS whether TBD2 (reference point between the Provisioning Server and the NEF in the SNPN owning the subscription) is in the scope of SA WG2.
* * * * Next changes * * * *

6.6
Solution #6: Control Plane-Based UE Onboarding and Provisioning Solution

6.6.1
Introduction

This is a solution for Key Issue #4: UE Onboarding and Provisioning Solution.

The solution is based on authenticating the Device Vendor (DV) or the UE loaded with a UE certificate, authorising the UE to perform the onboarding procedure, and invoking the UE Parameters Update procedure for the purpose of remote provisioning the UE with credentials and configuration parameters for enabling regular access to the NPN.

6.6.2
Functional Description

Figure 6.6.2-1 illustrates the architecture of the Control Plane-based onboarding solution. The solution assumes the presence of a Default Credential Server (DCS), which is able to authenticate the UE's vendor (i.e. the Device Vendor) and authorize the UE to proceed with the onboarding procedure.
NOTE:
The ownership of the DCS is flexible and depends on the deployment, e.g. it can be owned by device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.
The architecture also assumes the presence of a provisioning server, also administered by the Subscription Owner (SO) e.g. an SNPN or a delegated administration entity, which is able to provide the configuration parameters of the SO to the UE.

Editor's note:
Whether the ownership of the Provisioning Server also can be other than the SO, e.g. the device manufacturer or a 3rd party affiliated with the device manufacturer is FFS.
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Figure 6.6.2-1: Control Plane-Based Onboarding architecture

Editor's note:
The ownership and trust relations of the entities is FFS.


* * * * end of changes * * * *
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